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Senior Security Analyst

Looking for a company that is fast paced, growing and cutting edge? Then come to work
for the area's fastest growing IT consulting company. Located in downtown Washington
DC, Enlightened has been recognized throughout the years for our outstanding
performance.

Inc. 500 ranked Enlightened as the #264 fastest growing company in 2004. In 2005, the
Washington Chamber of Commerce named Enlightened as the Best Small Business in
Washington. In 2006 and 2007, Enlightened celebrated being a part of the Inner City 100
as one of America's fast growing companies located within the inner city of Washington
DC. Last year Enlightened was recognized as one of the top 100 Minority Business
Enterprises in the Mid-Atlantic Region by the Center for Business Inclusion and
Diversity.

The Enlightened environment fosters growth, creativity, and on time client-focused
delivery. We are a culture of passionate innovators and believe in providing world class
service. We reward success with competitive compensation and benefits. Enlightened is
a company on the move and if you’re a team player looking for growth and the
opportunity to work with the latest technologies - then we would love to hear from you!

We need a highly motivated and experienced Senior Security Analyst to contribute to our
clients’ success. The ideal candidate will possess solid technical and non-technical skills.

Job Purpose:

This security analyst position will require an individual to navigate through the NIST
800-53 process for assessing federal agency IT systems. In addition, the person chosen
for this position will also review the implemented procedural and technical security
controls, while providing recommendations to resolve any identified deficiencies. This
security analyst position is ideal for someone who has an information security
background and an in-depth knowledge of the NIST accreditation methodology.

Required Experience & Skills:

* BAJ/BS from an accredited university/college (or equivalent military or work
experience).

» 3+ years direct relevant experience conducting IT security risk
analyses/assessments, including policy, security, and systems documentation for
Federal government IT systems and enterprises.

» Certifications such as CISSP, CISM, CISA, etc. are a plus.

» Strong level of knowledge of NIST, OMB, FISMA, DITSCAP/DIACAP.

* Previous experience as a Security Engineer, 1ISSO, ISSM, C&A analyst is a plus.

» Demonstrated success using strong problem-solving abilities.

» Demonstrated dedication to superior quality and timeliness.
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» Ability to work well with Customers.

» Ability to communicate effectively, both verbally and on paper.

» Exceptional writing skills, including the ability to summarize technical
information and security concepts in a clear, easy-to-understand way.

» U.S. citizen; must be able to pass a background check.

» Experience conducting vulnerability scans such as NESSUS, N-Map, and
Ethereal.

* Up to 75% travel required.



